UTo6bl ycTaHOBUTbL WordPress (B kKayecTBe npumepa UCcrnosb3yeTcs AOMeEH wp-site.test)
Ha Linux Debian ¢ camonognucaHHbIM cepTUMKaToOM HEOBXO4NMO:

1. O6HOBUTbL CUCTEMY

apt update; apt upgrade

2. YcTaHaBMBaem HeO6XOp,I/IMbIe nakeTbl

apt install nginx apache2 htop curl wget mariadb-server php php-curl
php-gd php-mbstring php-xml php-xmlrpc php-soap php-intl php-zip unzip
php-mysql

3. BpeMeHHO BbIK/H0UYMM 1 A06aBMM B aBTO3aryCckK CEpPBUCHI

systemctl enable nginx apache2 mariadb; systemctl stop nginx apache2

4. TMonpasum nopT B ports.conf Ha 8080, T.K. genaem CBA3KY
nginx+apache2+php+mariadb n co3gaanm BUpPTyasibHbIN XOCT Ha apache?2

nano /etc/apache2/ports.conf; nano /etc/apache2/sites-available/wp-
site.test.conf

<VirtualHost 127.0.0.1:8080>
ServerName wp-site.test

ServerAlias www.wp-site.test
DocumentRoot "/var/www/wp-site.test"

<Directory "/var/www/wp-site.test/">
AllowOverride All

allow from all

Options -Indexes

#0ptions FollowSymLinks
</Directory>

<FilesMatch "\.ph(p[3-8]?]tml)$"">
SetHandler application/x-httpd-php
</Fi1lesMatch>

ErrorLog /var/www/log/apache2/wp-site.test-error.log
CustomLog /var/www/log/apache2/wp-site.test-access.log combined
<ifModule mod_headers.c>

Header set X-XSS-Protection "1; mode=block" )
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10.

</1fModule>

<IftModule php8_module>
php_flag session.cookie_ httponly 1
php_flag session.cookie_secure 1

</1fModule>

</VirtualHost>

Co3pgaem nankuy ana 1oros

mkdir /var/www/log/; mkdir /var/www/log/apache2/; mkdir
/var/www/log/nginx/

. Cozpgaem nanky ana canta n TecToBblin php-thainn

mkdir /var/www/wp-site.test/; echo *"<?php phpinfo(); ?>" >
/var/www/wp-site.test/index.php

Bkntoyaem peanpekTbl Ha apache2 n nposepsaemMm KOHpuUrypauuo

aZ2enmod rewrite; apache2ctl configtest

Bknoyaem canT

aZensite wp-site.test.conf

Co3paem cepTudukat n kwod ansa https-coeguHeHus

openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/etc/ssl/private/wp-site.test-selfsigned.key -out /Zetc/ssl/certs/wp-
site.test-selfsigned.crt

Co3paem BUPTYasibHbIA XOCT A1 NginX U NponucbiBaeM KOHMUr

nano /etc/nginx/sites-available/wp-site.test

server {
listen 80;
server_name wp-site.test www.wp-site.test;

add_header Content-Security-Policy upgrade—iq%ﬁggﬁgﬁrfl%%ig%%u
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return 302 https://wp-site.test$request uri;
+

server {
listen 443 ssli;
server_name wp-site.test www.wp-site.test;
access_log /var/www/log/nginx/wp-site.test-access.log;
error_log /var/www/log/nginx/wp-site.test-error.log;

ssl_certificate /etc/ssl/certs/wp-site.test-selfsigned.crt;
ssl_certificate_key /etc/ssl/private/wp-site.test-selfsigned.key;

ssl_protocols TLSvl TLSv1l.1l TLSv1l.2 TLSv1.3;

add_header Strict-Transport-Security "max-age=15552000;
includeSubDomains”;

add_header Content-Security-Policy upgrade-insecure-requests;

ssl_ciphers
EECDH+ECDSA+AESGCM : EECDH+aRSA+AESGCM : EECDH+ECDSA+SHA384 : "'y6paTb
nepeHoc"

EECDH+ECDSA+SHA256 : EECDH+aRSA+SHA384: '"yb6paTb nepeHoc™

EECDH+aRSA+SHA256 : EECDH:EDH+aRSA:HIGH: 'aNULL: '"eNULL:'LOW: YRC4:13DES:"y

6paTb nepeHoc"
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}

location ~*
\.(woff2|svglpnglipglipreglgif|css]js|pdf]doc]zip]rar|docx]avi|tiff] ' y6
paTb nepeHoc"

rtf]lgz]gzip|mpg|mpeg]ybpaTtb nepeHoc™

mp3|mp4 | tgz|wav]wmv|wma]xIs|xIsx]|xml|bmp]ico]]psd)$ {

root /var/www/wp-site.test/;

}
}

11. Bknoyaem XOCT Ha nginx

In -s "/etc/nginx/sites-available/wp-site.test” /etc/nginx/sites-
enabled/wp-site.test

12. MNpoBepsieM KOHGUr
nginx -t[/code]

13. 3apgaem naposib root agna mariadb

mysqladmin -u root password newpasstest

14. 3axognm B CYB/],

mysqgl -uroot -p

15. Co3pgaem nosib3oBaTesia ¢ naposiemM n 6aly gaHHbIX ana WordPress

CREATE DATABASE “wptestdb™;

CREATE USER “wpuzer®@"localhost®™ IDENTIFIED BY "password”;
GRANT ALL PRIVILEGES ON “wptestdb™ .* TO “"wpuzer®@"localhost”;
FLUSH PRIVILEGES;

quit;

16. MNepe3anyckaem cepBuUCbl 1 NpoBepsieM paboTy canTa (Hago B 6pay3epe 3ainTn Ha
URL)

systemctl restart apache2 nginx mariadb

17. Nepexoaum B Narky cavta v ygasaem HEHY>KHOe.
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cd /var/www/wp-site.test/; rm index.php

18. Kauaem cam WordPress

wget https://ru.wordpress.org/latest-ru RU.zip;

19. PacnakoBbiBaeM CKa4eHHOE N NepeMeLLlaeM B KOPEHb caTa

unzip latest-ru RU.zip;mv wordpress/* ./

20. Ypanaem HeHy>XHoe

rm -r wordpress/; rm latest-ru _RU.zip

21. CTaBuM npasBa Ha narnky ¢ painamu caimta

cd ..; chown www-data:www-data -R wp-site.test/; chmod g+s wp-
site.test/

22. MNepexognm B 6pay3epe no URL gomeHa n HacTtpansaem WordPress

NMma - TecToBblil canlT
NornH ¢ naponem wp-user:4dveREImMFKjNrItN
MoyTa ana BoccTaHoBeHusa test@example.loc

Bnaeo Ha Youtube:

Bnaeo Ha Rutube:
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